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1. IosicHUTEABLHAA 3AMNCKA

1.1. [lenp u 3a1a4n JUCIHUILIMHBI

Llens aucuumiuHbel — (GOPMUPOBAHME 3HAHMA W yMEHHH MO obecrieueHHI0 MH(OPMAIIMOHHON
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM MW HWH()OPMALMOHHBIX MPOIIECCOB, M HABBIKOB IO HX
OTIPENIeJICHUIO JJIs1 KOHKPETHBIX YCIOBUIA.

3amauu JUCHUILINHGL:

— OBJIAJICHHE METOJaMH MOHHMTOPMHIA M ayAWTa, BBIBJICHUS YIpo3 HMH(POPMALMOHHON 0e3-
OIIACHOCTU MH(OPMAIIMOHHBIX CHCTEM,;
— (opMupoBaHMe HaBBHIKOB aHAIM3a MH()OPMAITMOHHONW HHOPACTPYKTYpHl HH(POPMAIIMOHHBIX

CHCTEM U ee 0€30IIaCHOCTH.

1.2. ®opmupyemble KOMIIETEHIIUNN, COOTHECEHHBIE C ITITAHUPYEMBIMHU PE3yJIbTaTaMU 00YUIECHHUSAIIO

JUCILIUILINHE:

KoMmnerennus
(kon W HaMMeEHOBa-

HUe)

NuankaTophl KOMNIeTeHIN T

(kK01 ¥ HAaUMEHOBaHHE)

PesynbTatel 00yyeHus

I1K-3

CrocobeH  ymnpaBisTh
3amUTON HMH(pOPMAIIH
B aBTOMAaTU3HWPOBAHHBIX
cucTeMax

[1K-3.1

3HAaeT OCHOBHBIE METOJbI YIIpPaB-
JIGHUS 3alluTOW WH(OpPMALUH,
UH(POPMALIMOHHBIE PECypCHl  aB-
TOMAaTU3UPOBAHHBIX CHUCTEM, TO/I-
JeKallue  3alUTe;  OCHOBHBIC
yrpo3sl 0e30macHoCTH HH(pOpMa-
[IUM, MOJEIN HApyIIUTENs B aB-
TOMAaTU3UPOBAHHBIX CHCTEMaX

3HaTh: OCHOBHBIE METOABI YIpaB-
JICHUs 3aIIUTON WH(pOpMALUU, WH-
(dhopMalinoHHble pecypchl U 06a3o-
Boil Mozenu Hapymurenss PCTOK
P®

[1K-3.2

Ymeer pazpabaTeiBaTh MPEIO-
KCHHA 110 COBCPHICHCTBOBAHUIO
CUCTEMBl YIpPABICHUS 3alUThHI
nH(pOpMallul aBTOMAaTHU3UPOBAH-
HBIX CHCTEM; KIacCU(PUIIUPOBATH
W OIEHUBATh YIpO3bl O€30IMaCHO-
cTH uH(MOpMAlUK; OLIEHUBATH
MH(OPMaLIMOHHBIE PUCKU B aBTO-
MaTHU3UPOBAHHBIX CUCTEMAaX

YMerb: KinaccupUIMpOBaTh Yrpo-
3bl, pa3palaThIBaTh TEXHUYECKHE
NPEUIOKEHUST IO COBEPIIEHCTBO-
BAaHUIO CHUCTEMbl YIpPABJICHUS 3a-
mUTHl UHGOPMAIMU aBTOMATHU3U-
POBaHHBIX  CHUCTEM, IPOBOJUTH
ayJuT C LEJIbIO OLIEHKH PUCKOB

[1K-3.3

Brnaneer HaBbIKaMM COCTaBIIEHUS
KOMIUIEKCa IMpaBW, MpoILenyp,
IIPAKTUYECKUX IPUEMOB, IIPHUH-
IIMIIOB ¥ METOJ/IOB, CPEJCTB o0ec-
MeYeHus 3aluThl HHQopMaIu B
aBTOMAaTU3UPOBAHHON CUCTEME

Bnaners: HaBblkamMu 1Mo pa3zpadboT-
K€ OpraHU3aI[MOHHO-TEXHUYECKHX
10 3aIuTe WHPOPMAIUH, TPUESMBI
U TPUHILUIBI B COOTBETCTBUE C
ECK, ECII] u npyrumu HOpMa-
TUBHO-TIPABOBBIM JJOKyMEHTaMHU

1.3. MecTo JUCHMIUIMHBI B CTPYKTYpe 00pa30BaTeIbHON PO paMMBI

Huctunnmna «MHpopmanmonHas 0e30MacHOCTh TE€IEKOMMYHUKALMOHHBIX CHUCTEM)» OTHOCHUTCS
K 4yacTu, GopMHpPYyEeMOi ydacTHUKaAMH 0Opa3oBaTeIbHBIX OTHOIIEHUH OJO0Ka JUCHUIUIMH y4yeo-

HOTO ITJIaHa.
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Jis 0ocBOGHMS JUCLUMIUIMHBI HEOOXOAWMBI 3HAHUS, YMEHUS U BIAJCHUSA, CPOPMUPOBAHHBIC B
XO0Jle M3YYCHUACIECAYIOINX AUCLUIUIMHN NPOXOKIACHUANPAKTHK: «AIIapaTHbIE CPEICTBA BBI-
YUCIUTEIbHON TEXHUKN», «be30I1acHOCTh ONEpallMOHHBIX cucTeM»,«CeTH U CUCTEMBI Iepeaadn
uHpopmauun», «MHGOpMaMOHHBIE TEXHOJIOTUU. AJMUHUCTPUPOBAHUE IOACUCTEM 3alLUTHI
uHpopmanun», «[IporpaMmmHO-anmapaTHbie CpeACTBA 3AIUTH HHPOPMALIUN.

B pe3syibrare ocBOeHMS TUCHMILIMHBI (OPMHUPYIOTCS 3HAHUS, YMEHHUS U BIIAJCHUSA, HEOOXOIU-
MBIE JUISl U3yYEHUs CIEIYIOIUX JUCLUUIUIMH U IPOXOKAEHUs NpakTukK: «lIpenauninomuas npak-
THKa».

2. CTpyKTYypa IMCHUILIMHBI

OO0mias TpyI0€MKOCTh JTUCIUILIMHBI COCTABISAET 2 3a4€THBIC CAMHUIIBI, (2 aKaJleMUYECKHX
yaca

CTpyKTypa AMCIMILIMHBI JIs1 04HOH GopMbl 00yUeHust

O0beM IuCHUIIMHBI B (JOPME KOHTAKTHOM paboThl 0Oy4arolUMXCs ¢ HelarornyecKMMU
pabOTHUKAMU U (WJIM) JIMLAMU, IPUBJIEKAEMBIMU K pealn3aliu o0pa30BaTeIbHONW MPOrpamMMbl
Ha MHBIX YCJIOBUSX, IIPU NIPOBEJCHUN y4EOHBIX 3aHITHIL:

Cemectp | Tun yueOHBIX 3aHATHI KommmuectBo
JacoB
8 Jlexun 22
8 [TpakTiueckue pabOTHI 28
Bcero: 50

O0beM TUCIUIUIMHBL B (POpME caMOCTOSATEIbHON PA0OTHI 00YUYAIONINXCS COCTABIISCT 22
aKaJeMUYECKHX Yaca.

3. Conep:xkaHue THCHUILIUHBI

Ne [ HaumenoBaHmue pa3geiia 1ucuu- Conepmaﬂue
IJINHBI

1 OcHoBHbBIE MOHATHSI, KOHIenuuu | Mnentudukanus, ayreHTu(UKaLns 1 aBTOpU3ALIUSL.
¥ NpUHOHNBI HHpopManuoHHoii | Mozaenu unpopmanronHoit 6ezonacuoctu. Tpuaga
0e30macHOCTH «KOH(HIEHIIMAIBHOCTh, JOCTYTHOCTb, 11€JI0CT-
HocTby. ['excana [lTapkepa u mogens STRIDE. Vs3-
BHMOCTb, YyTP0O3a, aTaka. Y1iep0 u puck. Ympasie-
Hue puckamu. Tunsl u npuMepsl atak. [laccuBHble U
akTuBHBIC aTaku. OTKa3 B oOcyxuBanuu. Bueape-
HUE BpeIOHOCHBIX nporpamm. Kpaxa nnyHocTy,
¢ummHr. Mepapxus cpecTB 3alIuThl 0T HHpOpMa-
LUOHHBIX Yrpo3. CpencTBa 6€30MacHOCTH 3aKOHO-
JATENIBHOTO YPOBHS. AZJMUHUCTPATUBHBIN YPOBEHB.
[onmuTuka 6e3omacHocTH. CpencTBa 0€30MacHOCTH
npoueaypHoro ypoBHs. CpencrBa 6€301MacHOCTH
TEXHUYECKOTo ypoBHs. [IpuHIMIIBI 3a1IUTHI HHOP-
ManroHHOM cucteMsl. [logxon cBepXy BHH3. 3amu-
Ta Kak mpoiiecc. DienoHupoBanHast 3amuTa. Coa-
JaHCUpOBaHHas 3amuTa. KoMnpoMuccsl cucTemsl
6e3omacuHoct. llludpoBanne — GazoBas TEXHOIO-
rusi 0ezonacHocT. OCHOBHBIE MOHSTHUS U OIIpeJie-
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nenus. Cummerpuanoe mudposanue. [Ipodiema
pacnipenenenus kmoueil. Metoa duddu-Xenmana
nepeiayn CEKPETHOTO KIIF0Ya MO HE3alHIIICHHOMY
kanaiy. KoHnenuus aciMMeTpU4HOTO MH(poBa-
HUSL. AJITOPUTM aCHMMETPHYHOTO HIM(POBaHUS
RSA. Xem-pynkuuu. OqHOCTOpOHHHE (HYHKIIUA
mm¢ppoBanus. [IpoBepka 1e10CTHOCTH.

TexHosiornu ayreHTH(PUKAINH,
aBTOPHU3ALMU U yNIPaBJIeHUs J10-
CTYNIOM

Texnonoruu ayrenrudukanuu. GakTopsl ayTeHTH-
¢bukanuy yenoeka. AyreHTH(UKALUs HA OCHOBE
naposiell. AyTeHTH(QHKaIMs Ha OCHOBE alapaTHbIX
ayreHTU(UKaTopoB. AyreHTH(uKanus napopma-
IUH. DIEKTPOHHAs NOANUCh. AyTeHTU(UKALMS Ha
ocHOBe U POBBIX cepTU(UKATOB. AyTeHTH(PHKA-
LU IPOTPaMMHBIX KOAOB. TeXHOJIOrnu ynpaBieHus
JOCTYIIOM U aBTOpu3anuu. GOpMbI IpeICTaBICHUS
orpanuueHuil focrymna. Cucremsl ayTeHTU(UKALUU
Y YIPaBJICHHS JOCTYIIOM OTIEPAIIMOHHBIX CHCTEM.
Ayrentudukanuu nonb3osareneit OC. AyreHTudu-
karust B OC cemetictBa Unix. [Tporokon SSH.
VYnpaBieHue 10CTyIIOM B OIEPALMOHHBIX CUCTEMAX.
LlenTpann3oBaHHBIE CUCTEMbI ayTEHTHU(PUKAIIMHA U
aBTOpu3auuu. KoHuenuus enHoro J0ruyeckoro
Bxoxa. Cucrema Kerberos.

TexHosoruu 0€30MaCHOCTH HA
OCHOBe (pMJIbTpAIIM M1 MOHUTO-
puHra rpagpuka

Ouiptpanus. Bunel puisrpauuu. CrangapTHeie U
JIONOJTHUTENbHBIE ITpaBUiIa (GUIBTPALIMM MapLIPYTH-
3aropoB Cisco. DaiiepBosbl. DyHKITMOHAIBEHOES
HaszHaueHue (aiiepsona. Tumnsl paiieponos. [Ipok-
cu-cepBepbl. DyHkunu npokcu-cepsepa. «IIpokcu-
¢bukarys» npuiioxxeHuil. @aiiepBossl ¢ QyHKIMEH
NAT. Tpaguuuonnas texnonorus NAT. bazoBas
TPAaHCIALUSA CETEBBIX apecoB. TpaHcsus ceTe-
BBIX aJIpecoB U OpTOB. [IporpammubiedaiiepBoIIbI
xocTa. TUIoBbIe apXUTEKTYPhI CETEH, 3aIMIAEMBIX
¢aiiepBoramu. MOHUTOPUHT Tpaduka. AHaIU3aTO-
PBI IPOTOKOJIOB. AHANIM3aTOPbI MPOTOKOJIOB. CH-
ctema monutopunra NetFlow. Cuctems 00Hapy-
KEHUS BTOP>)KEHUHA. APXUTEKTypa CETH € 3aLUTON
NepUMeTpa U pa3JeIeHueM BHYTPEHHUX 30H. AyauT
COOBITHH 6€30MMacHOCTH.

ATaKu HA TPAHCIIOPTHYIO HH(pa-
CTPYKTYpY CeTH

TCP-araku. I[CMP-araku. UDP-ataku. [P-aTaku.
CereBas pasBenka. 3aa4y U pa3HOBHIHOCTH CETe-
BoM pa3Benku. CkanupoBanue cetu. CkaHUpOBaHUE
noptoB. Ataku Ha DNS. TexHonoruu 3auyieHHo-
ro kaHana. CmocoObl 00pa30BaHUs 3aIUIIIEHHOTO
KaHazna. Mepapxusi TEXHOJIOTHNA 3al[UIIEHHOrO Ka-
Hana. Pacnipenenenne GyHKIMNA MEXIy MPOTOKOIA-
mu [PSec. bezonacnHas accoruarus. TpaHCTOPTHBIMA
U TYHHEJbHBIN pexkxuMbl. VPN Ha ocHOBe mmdpoBa-
HUSL.
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5 | YA3BHUMOCTb NPOrPaAMMHOIO KO- | YSA3BHUMOCTH IPOTPAMMHOTIO KOJIa U BPEIOHOCHBIE
aa. MporpaMMbl. Y sI3BUMOCTHU, CBSI3aHHBIE C HAPYIICHU-
€M 3aILUThI ONIEPATUBHON NAMATH. Y A3BUMOCTH
KOHTPOJISI BBOAMMBIX JaHHBIX.
6 | be3onacHocTh NPOrpaMMHOIO BrenpeHue B KOMIIBIOTEPBI BPEIOHOCHBIX ITPO-
Koja. rpamm. Tposinckue nporpammbl. CeTeBbie YEpPBH.
Bupycsl. [IporpamMHublie 3akiiaiku. AHTUBUPYCHBIE
nporpammel. boTHer.
7 be3onacHocTh ceTeBbIX CJIY:KO besonacHocts BeO-cepBuca. besonacHocTh BeO-

Opaysepa. [IpuBarnocTs u kyku. [Iporoxon HTTPS.
be3onacHOCTb CPeACTB CO3AaHUS AMHAMHUYECKUX
cTpaHuil. be30macHOCTh 3JEKTPOHHOM MOYTHI.
VYTpo3bl NPUBATHOCTH OYTOBOI'O CepBUCA. AYTEH-
tudukanys ornpasuress. Ludposanue conepxu-
MOT0 UChMA. 3alllUTa METAJAAHHBIX MOJIb30BATEIIS.
CnaM. ATaku IOYTOBBIX NpHIIOKEeHUNH. OOauHbIe
cepBUCHI U UX Oe3zomacHocTh. KoHuenuus o0mayHbIx
BbIuKciaeHU. OmnpeneneHyre 00JauHbIX BbIYHCIIE-
Huil. Mojenu cepBucOB 00s1auHbIX cepBUCOB. O0-
JIAYHbIC BBIYMCIICHUS KaK UCTOYHUK yrpo3bl. O0-
JIauHbIE CEPBUCHI KAaK CPECTBO MOBBILICHUS CETe-
BOI1 6€30M1aCHOCTH.

4. Obpa3oBaTeIbHbBIETEXHOJIOTHH

OO0pa3oBaTte/ibHbIE TEXHOJIOTHH

Ne . Oo0pa3oBaTte/ibHbIE TEXHO-
HaumenoBanmue pasgena |Buabl yueOHbIX 3aHATHH
n/n JIOTUH
1 |2 4
1 |OcHOBHBIE TOHATHS, KOH- TpaguuuoHHas JeKLIUs C UC-
HEeNIUHN U TPUHIIUIIBI UH- M10JIb30BAHMEM IIPE3EHTALUN
dopmanroHHOI Ge30macHo- Pabota ¢ nutepaTtypoit
CTH
2 TpagunuoHHas JEKIUs C UC-
II0JIb30BAHNEM NIPE3EHTALNN
TexHonoruu ayreHTuuKa-
HIHH, GRTOPUSALIH 1 yHpas- Belnonnenue 3aganui
JIEHUS JOCTYIIOM .
IIpakTuyeckas padora 1 Pab6ota ¢ nutepaTtypoit
3 TpagunuoHHas JEKIUs C UC-
TexHomornu 6e30MacHOCTH I10JIb30BAHNEM IIPE3EHTALNN
Ha OCHOBE (MIBTPALH U
MOHUTOPHHTa Tpaduka [IpakTuyeckas pabora 2 Brimonnenue 3aganuii
Pabora c nureparypoit
4 |Artaku Ha TpaHcnopTHyto  |Jlekuus 4.1 TpaguuuoHHas JEKIUs C UC-
UHQPACTPYKTYPY CETH Jlexuus 4.2 MTOJIb30BAaHNEM MTPE3ECHTALNN
Brimmonnenue 3aganui
[TpakTuueckas padora 3 PaGoTa ¢ nuteparypoii
5 Jlexuus 5 TpagunuoHHas JeKIus C UC-

VYA3BUMOCTb POTPAMMHOI'O
KOJa.

IIOJIb30BAHUECM HpCSCHTaI_[I/Iﬁ
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[IpakTrueckas padota 4

Brimonuenue 3aganuii
Pabora c nureparypoit

be3omacHocTh ImporpamMmm-
HOIr'o Kozaa.

Jleknusa 6

[IpakTuyeckas padora 5

TpaguuuoHHas JeKIUs C UC-
IIOJIb30BAaHUEM IIPE3CHTALUN

Brimmonuenue 3aganui
PaboTa ¢ nmuTeparypoii

be3zonacHOCTE ceTeBBIX
CITYX0

Jlexuus 7

[IpakTrueckas padota 6

TpanuuvoHHAs JIEKIUS C UC-
I10JIb30BAHNEM IIPE3CHTALUN

Brinmonuenue 3aganuii
Pabota ¢ nutepaTtypoit

5. OneHka IVIaHNPYeMbIX Pe3yJIbTATOB 00y4YeHHs

5.1. Cucrema orieHUBaHUS

®opMa KOHTPOJIS

Makc. KOJIH4eCcTBO 0aJ1710B

3a ogny padorty Bcero
Texymuit KOHTPOJIb:
- npakmuyeckas paboma Nel 9 6annos 9 6annos
- npakmuyeckaapaboma No2 9 bannos 9 6annoe
- npakmuyeckas paboma Ne3 9 6annos 9 6annos
- npakmuyeckas paboma Ned 9 bannos 9 6annoe
- npakmuyeckas paboma Ne5 12 bannos 12 bannos
- npakmuyeckas paboma Ne6 12 6annos 12 6annos
IIpomexxyTouHast arrecTanus — 3a4eT
(3auer mo Omieram) 40 6annos
HToro 3a cemectp 100 6annos

HepequL KOMHeTeHLII/Iﬁ C YKa3aHHUEM 3TAIlOB UX (bOpMHpOBaHI/IH B IIpOo1IeCCC€ OCBOCHUA NUCLIH-
IJIMHBI TPCACTABIACTCA B BUJC Ta6J'II/IIII)II

n/n | 1bl OUCUUNIUHDL

No Konmponupyemowie pazoe-

Koo konmpoaupyemoii kom-
nemenyuu

Haumenosanue oye-
HOYHO020 cpe()cm ea

1. Temsr 1 —7

I1K-3.3, [1K-3,2, T1K-3.1

Ompoc

6

2. [TpakTyeckue 3anaTus 1 —

I1K-3.3, [1K-3,2, T1K-3.1

[inan npakTryecKkux
3aHATHU

[Tonmy4eHHBI COBOKYIHBIHN pe3yabTaT KOHBEPTHUPYETCS B TPAIULIMOHHYIO KAy OLIEHOK U B
HIKaJy OLeHOK EBpONencKoi cucTeMbl IEPEHOCA U HAKOIJIEHUS KPEUTOB
(EuropeanCreditTransferSystem; ganee — ECTS) B COOTBETCTBUM ¢ TaOIUIICH:

100-6annbpHas mKa- TpajiHoNHas mKaa IIkana
aa ECTS
95 -100 A
83-94 OTIMHHO 3a4TEHO B

68 — 82 XOpOIIIO C




56 —67 D
50 55 YZIOBJIETBOPUTEIBHO E
20-49 FX
0-19 HEYJIOBJIETBOPUTEIILHO HE 3a4TEHO =

5.2. KpI/ITCpI/II/I BBICTABJICHUS OLCHKH 110 JUCIHHUITIIMHE

Banany/
HIkaJuaa
ECTS

OuneHka mo
JUCHUILIMHE

KpuTtepuu oueHkH pe3yJbTaTOB 00yUeHHUs M0 TUCHUTIJIMHE

100-83/
A.B

3a4TCHO

BricTaBisieTcss 00yJaromemMycsi, €CIIi OH TIYOOKO U MPOYHO YCBOMII TEOPETHICCKUI U
MPaKTUYECKUI MaTepHall, MOXET MPOJEMOHCTPUPOBATh 3TO HA 3aHITHUAX U B XOJI€
MIPOMEKYTOUHOM aTTeCTaIiH.

OOyuaronuiics NCYCPIBIBAIONIC U JIOTHUSCKU CTPOMHO M3JIaraeT yueOHbIH MaTepuat,
YMEET YBS3BIBATh TCOPHIO C TIPAKTHKOMN, CIIPABIISACTCS C PEIICHUEM 3aa4 nmpodeccruo-
HAJILHOW HATIPABJICHHOCTH BEICOKOTO YPOBHS CJIOKHOCTH, MTPABHIBHO 00OCHOBHIBACT
MIPUHSTHIE PELICHMUS.

CB00OOIHO OpUEHTHpPYETCA B yueOHOU U POo(hecCHOHATBFHON InTepaType.

Or1eHKa IO AUCIUIUTHHE BBICTABILIIOTCS 00ydJaromeMycs ¢ YI6TOM Pe3yIbTaTOB TEKY-
e U IPOMEXYTOUYHOM aTTECTaIUH.

Komnerenmmn, 3aKperuiéHHbIC 32 TUCIUIUTHHONW, COPMHUPOBAHBI HA YPOBHE — «BBICO-
KU,

82-68/

3a4TCHO

BricTaBnseTcs 00yJaromeMycs, €CIIi OH 3HAeT TEOPETUICCKUHN 1 MPaKTHISCKUN MaTe-
puai, TpaMOTHO | 1O CYIIECTBY M3JIaraeT ero Ha 3aHITHIX U B X0/1€ TPOMEXYTOUHOH
aTTecTalliu, He JIOMyCKas CyIeCTBEHHBIX HETOYHOCTEH.

OOy4aroNMIACs MPABUILHO MPUMEHSIECT TCOPETUUCCKUE MOJIOKEHUSI IPH PEIICHUN
MPAKTUYCCKUX 3a/1a4 MPOGECCUOHATBHOM HATIPABICHHOCTH PA3HOTO YPOBHSI CIIOKHO-
CTH, BJIJICET HEOOXOJMUMBIMH JIJI1 3TOTO HABBIKAMH M MTPUEMAMH.

JloCcTaToOYHO XOPOIIIO OPUCHTUPYETCS B yueOHOM U NMPodecCHOHATBHOM JINTepaType.
Or1eHKa IO AWCIUIUTAHE BBICTABILIIOTCS 00YJarOIEMyCsl C YIETOM PE3yIbTaTOB TEKY-
e U IPOMEXYTOUHOM aTTECTaIUH.

Komnerenmyn, 3aKperui€éHHbIC 32 TUCIUIUIHHOW, CPOPMHUPOBAHBI HA YPOBHE — «XOPO-
LAY,

67-50/
D,E

3a4TCHO

BricTaBnsercs 00yJaromemMycs, eCiIi OH 3HaeT Ha 0a30BOM YPOBHE TEOPETHICCKUN U
MPAKTHIECCKUN MaTepuai, JOMyCKaeT OTACIbHbIC OMHOKH IIPH €0 W3JI0KCHUH Ha 3a-
HATHUSIX M B XOJI€ MIPOMEKYTOYHON aTTEeCTAIINH.

OO0yyJaromuiics UCTIBITHIBAET OTpeIeIEHHbBIE 3aTPYAHEHUS B TPUMEHEHNUN TEOPETHY €-
CKHUX TIOJIOKEHUH NP PEHICHUN MPAKTUUECKUX 3a7a4 MpodheCcCHOHaTHHON HATpaBlIeH-
HOCTHU CTaHJapTHOTO YPOBHS CII0O)KHOCTH, BIIaJieeT HEOOXOIUMBIMHU JJISI 9TOTO 0a30-
BBIMH HaBBIKAMHU U TIPUEMaMHU.

JleMOHCTpHUpYyeT JOCTaTOYHBIN YPOBEHb 3HAHUS YUEOHOHU IMTEPATYPHI 10 UCIIUTIIIHHE.
OreHKa 1o JUCIUIUIMHE BBICTABIISIOTCS 00YYaIOMIEMYCsl ¢ YIETOM PE3yJIbTaTOB TEKY-
el U MPOMEXYTOUYHOM aTTeCTallH.

Komnerenmyn, 3aKperuiéHHbIC 32 TUCIUIUIHHOW, CPOPMHUPOBAHBI HA YPOBHE — «JI0CTa-
TOYHBIIN.

49-0/
F.FX

HE 3a4TCHO

BricTaBnseTcss 00yJaromeMycsi, €Cii OH He 3HaeT Ha 0a30BOM yPOBHE TEOPETHUCCKUI
1 TIPaKTHYECKUI MaTepHuall, TOIyCcKaeT IpyOble OIIHOKH IIPH €ro M3JI0KEHUH Ha 3aHs-
TUSX U B XOJI€ IPOMEXYTOUHON aTTeCTALIUU.

OO0yyJaromuiics UCTIBITHIBAET CEPhE3HBIE 3aTPYAHEHUS B IPUMEHEHUN TEOPETHUECKUX
TIOJIOKEHUH TIPH PEIICHUH TPAKTHYECKUX 3a/1a4 PO eCCHOHATBHON HAPaBIEHHOCTH
CTaHIapPTHOTO YPOBHS CIIO)KHOCTH, HE BJaJIeeT HEOOXOAMMBIMU JIJISl 3TOTO HABBIKAMH H
npuéMamH.

JemoHCcTpHpyeT (hparMeHTapHbIe 3HAHUS YIeOHOH JINTEPATypPhl TI0 AUCIIUATIIIHE.
OrneHKa 1o JUCIUTUIMHE BBICTABIISIOTCS 00YYaIOMEMYCsl ¢ YIETOM Pe3yJIbTaTOB TEKY-
el U MPOMEXYTOUHOM aTTeCTallH.

KomnereHIny Ha ypoBHE «IOCTATOYHBIN), 3aKPEIUIEHHBIC 32 TUCIUTUIMHON, HE Cop-
MHPOBAHBI.

5.3. OueHouHble cpeAcTBa (MaTepHUabl) Al TEKYIIEro KOHTPOJIS YCTIEBaeMOCTH, IIPOMEKYTOY-
HOM aTTeCTaIMy O0YYArOIINXCS 110 JUCITUTIIIHE
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Bonpocs! k 3a4eTty - npoBepka chopmupoBaHHOCTH Komnerenimii [1K-3

KonTposbHbIe BONPOCHI

Peanm3yemblie komie-
TeHIIUHN

1. Tlonstue waentudukanuu, ayreHTUGUKauu u aBtopusa- | [1K-3.3, [1K-3,2, T1IK-3.1
11U,
2. Monenu nadopManmoHHOW 0€301MaCHOCTH. I1K-3.3, I1K-3,2, IIK-3.1
3. TloHsATHE ySI3BUMOCTHU, YTPO3bI, ATAKH. I1K-3.3, I[1K-3,2, [1K-3.1
4. VYmep0O u pucK. YIpaBJICHHE PUCKAMHU. I1K-3.3, TIK-3,2, TIK-3.1
5. IlaccuBHBIC U aKTHBHEIC aTaKH. I1K-3.3, I[1K-3,2, [IK-3.1
6. Hepapxus cpencTB 3aIMTHI OT HHPOPMALMOHHBIX YTPO3. I1K-3.3, I1K-3,2, T1K-3.1
7. lloHsATHE MOJUTHKH OE30IaCHOCTH. I1K-3.3, I1K-3,2, IIK-3.1
8. TlpuHuns! 3anmThl UHHOPMAITMOHHON CHCTEMBI. I1K-3.3, I1K-3,2, [1K-3.1
9. OcCHOBHBIC MIOHATHS M ONIPEACIICHUs KpunTorpadhuu. I1K-3.3, TIK-3,2, TIK-3.1
10. CummerpuynOe mmdpoBaHue. I1K-3.3, T1K-3,2, [TK-3.1
11. AcummerpudHoe mudpoBaHue. I1K-3.3, TIK-3,2, T1K-3.1
12. TIpoGiema pacripeicIeHHs KITI0UeH. I1K-3.3, TIK-3,2, T1K-3.1
13. Xem-pyHkmumm. I1K-3.3, I[1K-3,2, [IK-3.1
14. TIpoBepka 1ETOCTHOCTH. I1K-3.3, I1K-3,2, IIK-3.1
15. TexHonoruu ayreHTU(PUKALINHN. I1K-3.3, I[1K-3,2, [IK-3.1
16. Ayrentuduxaiys Ha OCHOBE MapoJIei. I1K-3.3, I1K-3,2, IIK-3.1
17. Ayrentudukanus Ha OCHOBE ammapatHbeix ayTeHtugukaro- | I1K-3.3, T1K-3,2, TTK-3.1
pOB.
18. Ayrenrudukanus napopmarum. I1K-3.3, [1K-3,2, T1K-3.1
19. DnekTpOHHAS TTOMIHUCH. I1K-3.3, I[1K-3,2, [IK-3.1
20. AyreHTudukaius Ha OCHOBE IU(PPOBBIX CEPTUDUKATOB. I1K-3.3, TIK-3,2, T1IK-3.1
21. AyrenTuduKanys nporpaMMHBIX KOJIOB. I1K-3.3, I1K-3,2, T1K-3.1
22. TeXHOJIOTHH YIIPaBJIEHUs IOCTYIIOM U aBTOPHU3AILMH. I1K-3.3, I1K-3,2, T1K-3.1
23. Cucrembl ayTeHTUGUKAIMHA U yrpasieHus: pocrymnom ome- | [1K-3.3, I1K-3,2, TIK-3.1
PAIIOHHBIX CUCTEM.
24. Ayrerrudukarnuu moip3osareneii OC. I1K-3.3, I1K-3,2, T[1K-3.1
25. Ayrearudukarus B OC cemeiictBa Unix. I1K-3.3, I[1K-3,2, [1K-3.1
26. IIpotokon SSH. I1K-3.3, [1K-3,2, [IK-3.1
27. YnpaBjieHre T0CTYIIOM B ONIEPAIIHOHHBIX CHCTEMAaX. I1K-3.3, [1K-3,2, T1K-3.1
28. LlenTpann3zoBaHHble cUCTeMbl ayTeHTu¢ukanuu u aBtopu- | [1K-3.3, I1K-3,2, T1K-3.1
3anuu. KoHnenmust eIMHOTro JIOTHYECKOT0 BXO/1A.
29. Cucrema Kerberos I1K-3.3, I1K-3,2, [IK-3.1
30. ®unprpanus. Bunasr umsTpanmm. I1K-3.3, TIK-3,2, [TK-3.1
31. ®aitepBonbl. dDyHkIMOHANIBHOE Ha3HaueHue aitepBona. | [TK-3.3, [1K-3,2, [1K-3.1
Tuns! aiiepBosios.
32. IIpokcu-cepepbl. Dynkmn npokcu-cepepa. «IIpokendu- | 11K-3.3, [1K-3,2, [1K-3.1
Kallysh MPUIIOKEHUH.
33. daiieproiel ¢ pynknueid NAT. Tpagummonnas texaonorus | [1K-3.3, TTK-3,2, TT1K-3.1
NAT.
34. bazoBas TpaHCISIIMS CeTeBhIX aapecoB. Tpancmsmus cere- | [1K-3.3, TTIK-3,2, TT1K-3.1
BBIX JI[PECOB U MOPTOB.
35. TlporpammubIehaliepBOIIBI XOCTA. I1K-3.3, TIK-3,2, [TK-3.1
36. TunoBble apXUTEKTYpHI ceTei, 3ammiaembix ¢aiieponamu. | 11K-3.3, [1K-3,2, [1K-3.1
37. MouuTopuHT Tpaduka. AHaM3aTopsl Mpotokonos. Ananu- | [1K-3.3, T1K-3,2, T1K-3.1
3aTOPBI IPOTOKOJIOB.
38. Cucrembl OOHApy>KEHHsI BTOPKEHUH. I1K-3.3, I1K-3,2, T1K-3.1
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39. ApxuTekTypa ceTu C 3ammToi nepumerpa u pasuaeneHuem | [1K-3.3, T1K-3,2, T1K-3.1
BHYTPEHHUX 30H.

Ilpumepnvie 3a0anus 011 mecmupo8anHus-nPoOBEPKA CHopMUPOSAHHOCHU KOMNEMEHYUTL
IIK-3

1. KpunromapmpyTusarop - 310:

a) annapamuo-npocpAMMHbIL KOMIJIEKC KPURMO2PAPUYECKOU 3auumbl Mpapura OaHHbIX, 2010CA, 8UOEO
Ha ocnose wu@posanus naxkemos no npomoxonam IPsec AH u/unu IPsec ESP npu ycmanosienuu coeou-
HeHUsl, COOMEEemcmeyouull_mpebosanusm K _cpeocmeam Kpunmozpapuueckou 3auumol uHdopmayuu
DCE Poccuu u obecnevusaiowuli 6azosyio gyuxyuonanrvuocms cogpemenno2o V\PN-yempoiicmsa..

0) MOOHMIIBHOE CPEJICTBO CBS3H.

B) INCKOBOE YCTPOWCTBO.

2. llLmo3 6e3omacHoctu VPN — 310

a) CETeBOE YCTPOWCTBO, MOJKIIOYAEMOE K JBYM M 0OJiee CETSM U BBIMONHSIIONICEe (YHKIUH
mppoBaHus U AyTCHTU(PHUKAIUH 711 MHOTOYUCIIEHHBIX XOCTOB, PACIIOJIOKEHHBIX 32 HUM.

0) cemesoe ycmpoucmeo, NOOKIOYAeMoe K 08YM CEMAM U 8bINOIHAIOWEee DyHKyuU uwupposanus
U aymenmuduxkayuy 0ns MHO2OYUCTEHHBIX XOCMO08, PACHOJIONCEHHbIX 304 HUM.

B) CETEBOE YCTPOMCTBO, MOJKIIIOYAEMOE K JABYM U 0Oojiee CETSIM U BBINMOJIHSIONIEE (PYHKIIUU
muGPOBaHUS U aBTOPHU3AIIUH JISI Pa3JIMYHBIX XOCTOB.

6. YueOHo-MeTOoAHYeCKOEe H HMH(OPMAIIMOHHOE o0ecTiedeHue TUCIUTIIHHBI

6.1. CiMCOK MCTOYHHUKOB U JINTEPATYPHI

Hcrounuku
OcHoBHbIE

1. Pyxosoosawuii 0okymenT. 3alluTa OT HECAHKIIMOHUPOBAHHOTO J0CTymna K uHpopmaiuu. Tep-
MUHBI U OTpeseseHus. Y TBEpkKACHO pelieHueM mnpeacenarens ['ocrexxkomuccun Poccun ot
30 mapra 1992 r. [QnektpoHHbI pecypce] : Pexxum nocryna : https:/fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/386-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g3, cBOOOIHBIN. — 3arl. ¢ SKpaHa.

2. Pykoeooawuii doxymenm. ABTOMAaTU3NPOBAHHBIE CUCTEMBI. 3aIllUTa OT HECAHKIIMOHUPOBAH-
HOro goctymna K nHpopmanuu. Kinaccudukanys aBToMaTU3UPOBaHHBIX CUCTEM M TPeOOBaHUS
1o 3amuTe MH(popManuu. YTBEpKACHO pelleHneM npezacenarens ['ocyaapcTBeHHON TeXHU-
yeckoil komuccuu npu Ilpesunenre Poccuiickoit @enepaunu ot 30 mapra 1992 r. [Dnek-
TpoHHbI pecypc] : Pexum gocryma @ https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g, cBoGoaHbIH. —
3ari. ¢ ’KpaHa.

3. Pykogoosawuti ookymenm. CpelicTBa BBIYMCIUTEIBHON TEXHUKH. 3aIUTa OT HECAHKIIMOHUPO-
BaHHOTO JocTyna K uHpopMmanuu. [lokazarenu 3alMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
J0CTyma K nH(popMalMu. YTBEpKJIEHO peleHneM npeacenatens ['ocyaapcTBeHHON TexHUYe-
ckort komuccun nipu [pesunente Poccuiickoit @enepanuu ot 30 mapra 1992 r. [DnexkTpoH-
HBIH  pecypc] : Pexmm  gocryma @ https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-rukovodyashchij-
dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-g2, cBoGoiHBIN. —
3ari. ¢ 3KpaHa.

4. Pykogoosawuti ookymenm. CpeacTBa BEIUUCIUTENBHOW TEXHUKU. MeKceTeBble SKpaHbl 3alliu-
Ta OT HECAaHKIMOHUPOBAHHOIO A0CTyma K nHpopmauuu. [lokazaTenu 3amuimEéHHOCTH OT He-
CaHKIIMOHUPOBAHHOTO JIOCTyNa K MHpOpMalUU. Y TBEPXKAECHO pelIeHneM npejcenarens [oc-



https://ru.wikipedia.org/wiki/IPsec
https://ru.wikipedia.org/wiki/%D0%A4%D0%A1%D0%91_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/VPN
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yIapCTBEHHOW TexHMUYecKoil komuccuu npu llpesunente Poccuiickoit ®epepanuu ot 25
utona 1997 r. [Onextponnsiii pecype]| : Pexxum pocryma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/383-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-25-iyulya-1997-
g, CBOOOIHBIN. — 3ariI. ¢ 3KpaHa.

5. @edepanvuvuizaxon «O0 wHbOpManuu, UHPOPMAIIMOHHBIX TEXHOJOTHUSX M O 3allUTE HH-
dopmanun» ot 27.07.2006 N 149-®3 (pen. ot 19.07.2018). [Dnekrponnslit pecypc] : Pexum
noctymna : http://www.consultant.ru/document/cons_doc LAW 61798/, cBoboHbIi. — 3ari. ¢
JKpaHa.

Jlureparypa
OcHoBHasA

1. Kazapun, O. B. I[IporpamMmmMmHo-amnmapaTHbIe CpeICTBa 3aIlUTHl MH(POPMAIUH. 3alluTa MpPOo-
rpaMMHOTO o0ecrieueHus : yaeOHUK u nmpakTukyM s By30B / O. B. Kazapun, A. C. 3a6a0ypuH.
— Mockasa : U3parensctBo FOpaiit, 2020. — 312 c. — (Bricmiee obpazoBanue). — ISBN 978-
5-9916-9043-0. —  Tekct: omekrponnbii  //  DOBbC  IOpair [caiit]. —  URL:
https://urait.ru/bcode/452368

2. Jln6poB, M. B. Ceru u tenekoMmyHukanuu. Mapmpyruszanus B [P-cersix B 2 4. Yacts 1 :
y4eOHHUK U MPAKTUKYM Js By30B / M. B. JIubpoB. — Mocksa : M3natensctBo HOpaiit, 2020. —
333 ¢. — (Bwicmee o6pazoBanue). — ISBN 978-5-9916-9956-3. — TekcT : 2MeKTpoHHBIN //
OBC HOpaiit [caiit]. — URL: https://urait.ru/bcode/452430

3. dubpos, M. B. Ceru u TenekommyHukanuu. Mapmpyrtuzanus B [P-cetsx B 2 4. Yacts 2 :
y4eOHHUK U MPAKTUKYM Js By30B / M. B. JITubpos. — Mocksa : M3natensctBo HOpaiit, 2020. —
351 c¢. — (Bwicmee o6pazoBanne). — ISBN 978-5-9916-9958-7. — TekcT : 2MeKTpOHHBIN //
OBC HOpaiit [caiit]. — URL: https://urait.ru/bcode/453063

4. Ulernos, A. 0. 3ammra nHpOpMaIuK: OCHOBBI TEOPHUU: YICOHHK JJIsi OaKaiaBpuaTa U Maru-
ctpatypsl / A. 1O. lernos, K. A. llernoB. — Mocka: U3narensctBo FOpaiit, 2020. — 309 c.
— (bakanaBp u maructp.Akagemuuecknii kypc). — ISBN 978-5-534-04732-5. — Tekct: amek-
tpounslii // DBC Opaiit [caiit]. — URL.: https://urait.ru/bcode/449285

5. Ceru u TeNeKOMMYHHUKAIMK : y4eOHUK U npakTukym Juist By3oB / K. E. Camyitnos [u np.] ;
non penakuuent K. E. Camyiinosa, U. A. lllanumosa, JI. C. Kyns6oBa. — Mocksa : N3natens-
ctBo lOpaiit, 2020. — 363 c¢. — (Bricmiee obpaszoBanue). — ISBN 978-5-534-00949-1. —
Tekcer : anextponnslii // DBC KOpaiit [caiit]. — URL.: https://urait.ru/bcode/450234

6. Komnaexcuas zawuma WHPOPMAIUN B KOPIOPATHUBHBIX cHUCTeMax : ydeO.mocobue / B.D.
Mlanerun. — M. : U1 «®OPYM» : UHOPA-M, 2017. — 592 c. — (Bnicmee obpa3oBa-
nue:bakanaBpuar). - Pexxum noctyma: http://znanium.com/catalog/product/546679

7. Hlanveun B.®. 3amura KoMnbloTepHOH MHPOpMaruu. D(PQeKTUBHbIE METOABI U CPEACTBA
[Dnextponnstii pecypc] / B. ®@. lllanbrun. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN 978-5-
94074-518-1. - PexxuMm noctyna: http://znanium.com/catalog/product/408107

6.2. [lepeyens pecypcoB HH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTH «HTepHEeT».

1. Odunmaneuerii cait kommanuu Kpunrtompo [DnexTpoHHbi pecypc|: Pexum pocrty-
na: http://www.cryptopro.com/, cBo0oiHBIi. — 3arJI. ¢ SKpaHa.

2. llentp pa3zpabotku Kpunrokom [ DnekTpoHHBIH pecypc]: Pexxum moctyma:
http://www.cryptocom.ru/products/index.html/, cBoboansbIif. — 3ari. ¢ skpaHa.

HanmonaneHas snexTponHas oudimoreka (HOB) www.rusneb.ru
ELibrary.ru Hayunas snextponHnas 6ubnuorexa Www.elibrary.ru
Onekrponnas oudanorexa Grebennikon.ruwww.grebennikon.ru
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6.3. IIpodeccunonajbHble 0a3bl JAHHBIX U HH(POPMAIIMOHHO-CIIPABOYHbIE CHCTEMbI

Joctyn k npodeccuonanbHbIM 6a3am maHHbIX: hitps:/liber.rsuh.ru/ru/bases

HubopMalinoHHbIE CIIPABOYHBIE CUCTEMBI:
1. Koncynberant [Tmtoc
2. Tapanr

1. MaTepHaJILHO-TeXHH‘leCRoe odecrmeyeHue AUCHHUIIIIMHBI

Jlis obecnieueHus] AUCHUILIMHBI UCIOJIb3YETCsl MaTepuaIbHO-TEXHUUECKas 6a3a oOpazoBaTesb-
HOT'O YUPEKICHHUS:

JUIsL JIEKUUOHHBIX 3aHATHH - ydyeOHas ayAMTOpHUs, JAOCKA, KOMIIBIOTEP WU HOYTOYK, IIPOEKTOP
(cTalMOHAPHBIN WM MEPEHOCHOM) I IEMOHCTPALMK Y4eOHBIX MaTEPHAIIOB.

CocraB IIporpaMmMHOro o0ecrieueHusI:
1. Windows

2. MicrosoftOffice

3. KasperskyEndpointSecurity

JJis ipoBeICHUS 3aHATHH JICKIIMOHHOTO THIIA TPEJIarafoTCs TEMATHICCKIE WILTIOCTPAIAN
B (popmarte npe3enTanuii PowerPoint.

2) misi MPAaKTUYECKUX 3aHSATHI — KOMIIBIOTEPHBIA KJIacC WM JTabOpaTtopHisi, TOCKa, MPOEKTOP
(cTalMOHApHBIN WM IEPEHOCHOM), KOMIIBIOTEP WX HOYTOYK AJIs IIPENOJaBaTelNsl, KOMIIbIOTEPHI
JUTSE 00YJaroIInXCsl.

COCT aB IIpOIrpaMMHOI'0 06CCHCHCHI/I${Z
1. Windows

Microsoft Office

Kaspersky Endpoint Security

Mozilla Firefox

Microsoft Share Point 2010

Secret Net Studio 8.4

Vmware Player 15.5

XSpider 7.0

. Nmap 7.8

10. Open VPN

11. SoftEther VPN

12. Windscribe VPN

13. TinyFEC VPN

©CoNoORWN

8. ObecneueHne 006pa3oBaTEJLHOrO Mpouecca JIJsl JUI ¢ OTPAHHYEHHBIMH BO3MOKHOCTSI-
MM 310POBbS

B X0[4€ peain3aiui AUCHUIIIIMHBI UCITOJB3YIOTCA CICAYIOMIUE TOIMOJTHUTCIIBHBIC
MCTOABI 06y‘-ICHI/I}I, TCKYIICTO KOHTPOJIA YCIICBAEMOCTH U HpOMC)KyTO‘-IHOﬁ aTrTeCTalnuun o6y11a-
IOMUXCA B 3aBUCUMOCTH OT UX MHAWBUAYAJIbHBIX 0COOCHHOCTEH:

® IS CHEMNBIX U CIIA00BUIAIINX:


https://liber.rsuh.ru/ru/bases
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— JIeKUuu 0POPMIISIOTCS B BUJE JCKTPOHHOTO JOKYMEHTA, JIOCTYITHOTO C MOMOIIBIO KOM-
IBIOTEPA CO CIEUATN3UPOBAHHBIM IPOTPAMMHBIM 00€CIIEYEHUEM;

— IMCbMEHHBIC 33JaHMSI BBINOJHAIOTCA HA KOMIIBIOTEPE CO CHEUUAIN3HPOBAHHBIM IIPO-
I'PaMMHBIM 00€CIIe4eHUEM, WIK MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecrniednBaeTCss MHANBUIYAIBHOE paBHOMEpPHOE ocBenieHue He MeHee 300 rokc;

— ISl BBIMOJIHEHUS 3aJaHusl NP HEOOXOAMMOCTH IPEeNOCTaBISIETCs YBEIMYUBAIOIEe
YCTPOMCTBO; BO3MOXHO TAK)KE€ MCIIOJIb30BAaHIE COOCTBEHHBIX YBEIMYMBAIOIINX YCTPOUCTB;

— MMMCbMEHHBIE 3a/1aHUsI 0(OPMIIAIOTCS YBEIIMYEHHBIM HIPUPTOM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (pOpME WMIIM BBIOJHSIOTCS B MUCBMEHHOH (popme
Ha KOMIIBIOTEpE.

® Ui TIYXHX U CIa00CTBIIIAIHX:

— JIeKUUU OQOPMIISIOTCS. B BUJIE IEKTPOHHOI'O JTOKYMEHTa, JUOO MPENOCTaBIIAETCS 3BYKO-
YCUJIMBAIOIAs annapaTypa MHAUBUIYAIbHOTO M0JIb30BaHUS;

— MMCbMEHHBIE 3a/1aHUS BBINOIHAIOTCA HAa KOMIIBIOTEPE B MUCBMEHHOM (hopMe;

— 9K3aMEeH M 3a4€T MPOBOJATCS B MUCHMEHHOH (hopMe Ha KOMITBIOTEPE; BO3MOKHO MIPOBEJIE-
HUe B (hopMe TeCTUPOBAHUS.

e JUIs JIML C HAPYLIEHUSIMU OIIOPHO-/IBUraTEJIbHOIO anapara:

— JIeKIuu 0POPMIISIOTCS. B BUE DJEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOM-
IbIOTEPA CO CIEUATN3UPOBAHHBIM IPOTPAMMHBIM 00€CIIEUEHUEM;

— IUCbMEHHBIE 33JaHMsI BBINOJHAIOTCS HA KOMIIBIOTEPE CO CIELUAIM3UPOBAHHBIM IIPO-
IpPaMMHBIM 00ecIieueHUEM;

—9K3aMEH U 3a4€T MPOBOJATCS B YCTHOH (pOpME WMIIM BBIOJHSIOTCS B MMCBMEHHOH (Qopme
Ha KOMIIBIOTEpE.

[Ipu HEOOXOIMMOCTH MpENyCMaTPUBAETCS YBEIMUEHUE BPEMEHH IS [TOJTOTOBKH OTBETA.

IIponenypa  mpoBeaeHHs  HPOMEXKYTOYHOM — aTTectauumu Ui OOyyaromuxcs
YCTaHABIMBACTCS C Y4Y€TOM WX HMHIUBHIYaJbHBIX TCUXO(PHU3MUECKUX OCOOCHHOCTEH.
[TpomexyTouHas aTTecTalysi MOKET IPOBOAUTHCS B HECKOJIBKO 3TAIIOB.

[Ipu nmpoBeneHun npoueaypsl OLEHUBAHUS PE3YIBTATOB OOYUYEHHS MpPEAyCMaTpUBACTCS
UCTOJIb30BaHUE TEXHUYECKUX CpEACTB, HEOOXOAUMBIX B CBA3M C HMHIUMBUAYAJIbHBIMU
OCOOCHHOCTSAMU OOY4YaIOIIUXCsl. DTU CPEeACTBa MOTYT OBITh IPEIOCTABIEHbI YHHUBEPCUTETOM,
WJIA MOTYT MCIIOJIb30BAThCSI COOCTBEHHBIE TEXHUYECKHE CPECTBA.

[IpoBenenure mpoueaypbl OLEHUBAHUS  pe3ylnbTaToB  OOY4YEHMs]  JOIYCKaeTcs C
UCIIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00Pa30BaTeIbHbBIX TEXHOIOTUH.

ObecnieunBaeTcss 10CTyl K MH(OPMALMOHHBIM M OMOIMOrpaduueckuM pecypcam B CETH
WuTepHeT ans kaxjaoro odyvaromerocs B popMax, aJaTHPOBAHHBIX K OIPaHMUYEHUSM UX 3/10-
POBBS M BOCIIPUATHS UH(DOpMALIUU:

® IS CJICIBIX U CIa0OBUIAIIUX:

— B 11e4aTHOM (hopMe yBEIMUYEHHBIM HIPUPTOM;
— B (hopMe dJIEKTPOHHOT'O IOKYMEHTA;

— B opme ayauodaiina.

® JUIS TIIYXUX U CIa0OCTBIIIAIINX:

— B IIe4aTHOM opme;

— B (popMe PIIEKTPOHHOTO TIOKYMEHTA.

e s 0O0YYarOIIMXCs C HAPYIIEHUSIMU ONOPHO-/IBUTaTEILHOTO anmapara;
— B IIe4aTHOM opme;

— B (popMe >IIEKTPOHHOTO IOKYMEHTA;

— B popMme ayauodaiina.

VYyeOHble ayAUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOATENbHOM padoThl, Hay4dHas
O0uOauoTeKka W MHBbIE TOMEUICHUs NIl O0y4YeHHs] OCHAIIEHbI ClelHaIbHbIM 000pyI0BaHUEM U
y4eOHBIMH MECTaMHU C TEXHUYECKHUMHU CPEICTBAMU O0YUEHUS:

® IS CHEMNBIX U CIIA00BUAAIINX:
— YCTPOMCTBOM JUIsl CKaHUpOBaHus U uteHus ¢ kamepoit SARA CE;
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— muctuieem bpaitis PAC Mate 20;
— npunTepoM bpaiins EmBrailleViewPlus;
® JUIS TIIYXHUX U CIa0OCIBIIIAIINX:
— aBTOMATU3HPOBAHHBIM Pab0OYMM MECTOM JUIS JIFOJICH C HApYIIEHHEM CIIyXa U CI1a00CibI-
HIanux;
— aKyCTHYECKUH YCHIIUTENh U KOJIOHKH;
e U OOYYArOIIMXCS C HAPYIICHUSIMU OIIOPHO-/IBUTATEILHOTO armapara:
— TIePeIBUKHBIMU, PEryITUPYEeMbIMU dproHomudeckumu mapramu CH-1;
— KOMITBIOTEPHOM TEXHUKOM CO CIEIHAIbHBIM ITPOrPAMMHBIM 00€CIICUCHHEM.

9. MeToauuecKkue MaTepHuaJibl

9.1. [1naHbI MPAKTHYECKUX 3aHATUH

- mpoBepka chopmupoBaHHOCTH KommnereHimid [1K-3

IIpakTuyeckoe 3ansatue 1 (4 4.) «TexHoornu ayreHTHPUKANUN, ABTOPU3ANMUH U YIIPAB-
JIeHHsI JOCTYNOM»- [IPpoBepKa chopMupoBanHOCTH KomreTeHnuii [TK-3
3anaHus:
1. CospmaHue HOBBIX MOJIK30BATEICH U HCCICAOBAHUE MEXaHH3MOB PACIIMPEHHON ayTeH-
tudukanun Ha npumepe SecretNetStudio.
2. YmpaBiieHHE OCTYIIOM B ONEPAIIMOHHBIX CHCTEMAaX C TIOMOIIIBIO BCTPOCHHBIX U HAJIO-
YKEHHBIX CPEICTB 3aIUThl HH)OPMAIHH.

IpakTuueckoe 3ansTue? (4 4.) «TexHoJ0rnu 6€30MACHOCTH HA OCHOBE (PMILTPALMM U MO-
HHUTOpPHHTA Tpadukay - mpoBepka chopmupoBaHHocTH KomnereHuii [1K-3
3anaHus:

1. VYcranoBka u HacTporika VPN-kiueHTa.

2. Ocy1iecTBIeHUE MOHUTOPUHTA TpaduKa.

3. OcyuecTBiIeHHE ayuTa COOBITHI 0€301MacHOCTH.

IIpakTnyeckoe 3ansTne3 (4 u.) «McciienoBaHNsI TPAHCIOPTHOI HHPPACTPYKTYPHI CETH -
npoBepka copmupoBaHHOCTH KommereHmi [1K-3
3agaHus:

1. Usyuutsh cTek nmpotokona TCP/IP.

2. TlomyuuTs y mpernojaBaTeliss METPUKHU 30HIUPYEMBIX CeTel.

3. CkanmpoBanwue cetu. CkaHUPOBAHHE TTOPTOB.

4. TloaroroBka oTyeTa 00 ypOBHE 3aIMIIEHHOCTH MPOCKAHUPOBAHHBIX Y3JI0B.

IIpakTnyeckoe 3aHsTHES (4 4.) «YSI3BHMOCTH NPOrPAMMHOIO KO/Ia H BPEIOHOCHBIE MPO-
rpaMMbD» - IpoBepka chopMupoBaHHOCTH KomnereHuit [TK-3

3agaHus:

1. YA3BUMOCTH IIPOrPaAMMHOT0 KOJa.

2. HccnenoBanne MeXaHM3MOB KOHTPOJISI LIETOCTHOCTH, KOHTPOJIS MPUJIOKEHUN U T.1..
3. Hacrtpoiika KOMIIOHEHTOB 3aIUTHI.

IIpakTnyeckoe 3ansaTue 5 (4 4.) «Ilporpammuble 3aknagku. Paéora ¢ u301upoBaHHOI
NMpPOrpaMMHOii cpenoii» - mpoBepka chopmupoBaHHOCTH KomrnereHwmid [1K-3

3agaHus:

1.MccnenoBanne METOI0B BHEAPEHHUS POTPAMMHBIX 3aKJIaJJOK B BUPTYaJIbHOU “TIECOYHULIE .
2.Hacrpoiika n30JMpOBaHHOMN POrpaMMHOM CpEJIbI.

3. KorduryprupoBanrne KOMIIOHEHTa KOHTPOJISI CheMHBIX MAallITMHOTIMCHBIX HOCHTEIEeH HHPOpMa-
LUU.
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IpakTnyeckoe 3aHaTHEL (4 4.) «Be3onmacHoCcTh Bed-cepBHCa» - MPOBEPKa CHOPMHUPOBAHHO-
ctu komnerenuui [1K-3

3amanus:

1. N3yunth CrIocoObl MPOBEICHUS TECTOB Ha IIPOHUKHOBEHHE.

2. C6op cBeneHuii B ceT HTepHET 1o ys3BuMoctsiMWeb-cepBepoB Ha nipumepe apacheu
nginx.

3. YcranoButh ckanepsl XSpidern Nmap.

4. ITpousBecTH CKaHMPOBaHKE Ha 3ammuineHHoCcTh Web-cepBrcoB Ha mpumepe

cairtoBWWW.rsuh.ru, www.yandex.ru , www.ict.cn.


http://www.rsuh.ru/
http://www.yandex.ru/
http://www.ict.cn/
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Ipunoowcenue 1.Annomayus
paboueli npoepammuvl OUCYUNTUHDBL

Jucuunnuna «adpopmannonnas 6€30MacHOCTh TEICKOMMYHHUKALIMOHHBIX CHCTEMY Peai3yeT-
cst Ha pakynpTere MHPOPMAIMOHHBIX CHCTEM M Oe30macHOCTHKAa(e POl KOMIUIEKCHOH 3alUThI
uHpOpMaLnH.

Llens aucuumimHbl — (GOPMUPOBAHME 3HAHUM W yMEHHH MO obecreueHHIo MH(OPMAIMOHHON
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM M HH(OPMALMOHHBIX MPOIIECCOB, M HABBIKOB IO HX
OTIPENIeJICHUIO JJIS1 KOHKPETHBIX YCIOBUIA.

3aga4un AUCHUIIIMHBL:

— OBJIAJICHHE METOJaMH MOHHMTOPMHIA M ayAWTa, BBIBJICHUS YIpo3 HMH(POPMALMOHHON 0e3-
OIIACHOCTU MH(OPMAIIMOHHBIX CHCTEM,;

— (opMupoBaHMe HaBBHIKOB aHAIM3a MH()OPMAITMOHHONW HHMPACTPYKTYpHl HH(POPMAITMOHHBIX
cucTeM U ee 0€30MacHOCTH.

JlucnurinHa HanpaBiieHa Ha GOPMHUPOBAHHE CIIETYFOIMXKOMITCTCHIIHA:
e [IK-3 -CnocoOeH ynpaBisTh 3a0IUTON HH(GOPMAIIMY B aBTOMAaTU3HPOBAHHBIX CUCTEMAaX

B pe3ynbraTe 0OCBOCHHS TUCIUIUIMHBIO0yYaIOIIHIICS TOJIKEH:

3HATh TPHUHIMUIIBI U METOJABI MPOTUBOJCHCTBYS HECAHKIIMOHUPOBAHHOMY HH()OPMAIIMOHHOMY
BO3/ICHICTBUIO Ha BHIYMCIUTENbHBIE CHCTEMBI U CUCTEMBI IIepeaun HH(OPMALIUK.

YMeTh OCYIIECTBIISITH MEPHI MPOTHBOJACUCTBUSL HAPYIICHUSM CETEBOM O€30MaCHOCTU C UCIIONb-
30BaHUEM Pa3JIMYHBIX MPOTrPAMMHBIX U amllapaTHBIX CPEJCTB 3alUThI, aHATTU3UPOBAThH U OIICHH-
BaTh YIpo3bl MH()OPMAIMOHHOW OE30MACHOCTH; MPUMEHATh OTCUYCCTBEHHBIC W 3apYyOCIKHBIC
CTaHAapTHl B 00JIACTH KOMIIBIOTEPHON 0€30MacCHOCTH sl IPOEKTUPOBAHUS, Pa3pabOTKH U OLICH-
KM 3alIUIIICHHOCTU KOMITbIOTEPHBIX CUCTEM.

Brnanetrs MeTomamu u cpeicTBaMH BBISIBICHUS YIpo3 0€30MacHOCTH aBTOMATU3UPOBAHHBIM CH-
creMaM; MeToiaMu (POPMHUPOBAHKS TPEOOBAHUI 10 3amuTe HHGHOPMAITUN; METOJaMU aHallu3a U
dbopmanuzanu HHPOPMAIIMOHHBIX MPOIECCOB OOBEKTa U CBA3CH MEXIYy HUMHU;METOIUKAMHU
MPOBEPKH 3AIIMIIEHHOCTH O0BEKTOB MH(POpPMATHU3AIMK HA COOTBETCTBHE TPEOOBAHUSIM HOpMa-
THUBHBIX JOKYMEHTOB.

[To nucruIuiiHe IpeyCcMOTpeHa TPOMEXKYTOUHAs aTTecTanusiB opme 3adera.
OO6mas TpyA0EMKOCTh OCBOCHHS TUCIIUTUIMHBI COCTABIISIET 2 3aU4€THBIC €TMHUIBI.



